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Coding

» Popular codes:
— Bralille
—ASCII
— Traffic lights (yellow, green, red)
— Morse

» Usually coding is used to provide known
meanings to everyone, not secrecy.




Coding

« Some coding can be used to provide
secrecy... except to few. So, there is a
intrinsec, and secret, meaning.

— “Climb Mount Niitaka”

» Coding is a good way to improve
communications, mostly using:
— Signs;

— Colors;
— Sounds.

Cipher

» Cipher is used when privacy is required to
information in current language. There is

no intrisec meanings. Much more freedom.

* You can encode a cipher text...

* ... but you can encrypt an encoded text as
well.

5/14/14



Morse alphabet encoding

Morse message typing
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“Da-dit-da” classes in 1941

NIVERSAL_&E W

NOROTON HTS., CONN

BIG DA-DIT-DA CLASS

GRADUATED AT NEW
NAVAL RADIO SCHOOL

EXCLUSIVE

Cernhimm Melsan

A typical cypher text
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Cryptology

» Cryptography

» Cryptoanalysis

 Axiom:

— There is no safe communication channel or
storage.

Scherbius and his patent

8261 ‘pZ uef

1152891
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Did you watch this movie ?

As usual... Hollywood is lying...

(U-110 and first Naval Enigma was captured by Royal Navy)
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The actual hero: Lt. Alec Dennis
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FOUR-ROTOR ENIGMA (GVG / PD)
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Enigma models

Enigma rotors
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Enigma rotor position settings

Enigma basic internals

rotor
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Enigma 8 rotors model

Power and battery inlets

" Zum Betrie ~

mit eingebauter
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Enigma plugboard panel

Enigma hardware kit
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Enigma users guide
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Wehrmacht Enigma Codebook
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Luftwaffe Enigma Codebook
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Nr. 00190

4% v 2 S7 GT DV KU PO MY EW JN IX LQ| wny dgy [ exb rzg
i m Is Ev MX R¥ DT Uz JQ AO CH NY| ktl acw [ zsi wao
649 n Kd AX PZ 00.p; ar cv 10 ER QS LW Pz FN BH [ doc zcn | ovw wvd
049 nm 16|DL CN BR PV CR PV AI DK OT MQ EU BX LP GJ| 1rb cld ude rzh
ese 1 03 07|LT EQ HS UW DY IN BV GR AM LO PP HT EX UW| woj foh vet uis
LA w v 19 vz AL RT KO €0 El BJ DU PSS HP: xle gbo uev rxm
649 i % 12 {OR PV AD IT PK HJ Lz NS EQ CW| ouc uhg [ uew uit
049 1 18 4 Y TY AS OW KV JM DR HX OL CZ NU[ kp1 rwl | vei tig
8490 w n 1204 jQv FR AK EO DH CJ MZ SX GN LT ebn rwm udf tlo
€49 w @ 21|1u AS DV m,im ES IM RX LV AY OU BG Wz CN[ jqc acx | mwe wve
::: & IV 05' 19/|'pn ox: Ez ci| RU BL PY 0S5 G2 DM :w CE TV NX | pw del | mwf wyf
\2 o1 10 P 10 QZ AU RY SV JL GX BE TW| jqd jcef | nve ysh
650 ¥ 7 25 2o|MP KN BQ EMG oy bR PR wy DL oM AECmz. Qs o3 TR Jwe t1g
649 woon 23 2% EJ OY IV AQ KW FX WP PS'LU BD| ase gbw | vej Txn
640 RV 10 08 IR Kz LS EM OV OY QX AP JP’BU| mae hai-| sog ysi
849 Y n 16 13 HM JO DI NR BY Xz 05 PU FQ cT tdp dhd kb ui\l.
640 n v 03 07 DS HY MR OW LX AJ BQ CO IP NT 1dw hzj soh WVg
659 R | 11051\t oG M TR s e SELEATRRTE G S tjv xtk
640 1 0 03 LY AG KM BR IQ JU HV SW ET CX[ zgr dgz [ glo 1y =
640 Vi 16 o/| T BL/DOLKN Ly pp oY (Ras KX /AN 9m DobIL EEW| | dyEink 8| SRR
010 noow 2 15|R% ©9 OF SX:yy uy WR PW PM Bo Bz QT DX JV[ zea rjy [ soi wvh
648 JIISE Y 20 0 {LR 1K MS QU H¥ PT 00 VX Pz EN| lrc zbx | vbm TXo
640 v 1 04 03 QY BS LN KT AP IU DW HO RV Jz| edj eyr | vby tih
849 W 35 | = FL NesY (oulBu AHSELERIED ORKE FYSERR eke tli
6490 T 03 2 LUX 12_HN BK 0Q CP FT JY MW AR| lan dgb | 23 wbi
640 mo1 18 14 'DQ GU BW NP HK AZ CI PO JX VY[ lao cft | zsk wbj &
640 v ou 02 25| Ik AP EU HOU gy o ok oq BI PU HS PX NV EY | 1Ju edr | dye waj
649 noow 21 o |QT W2 KY OM By 0z EK Q¥ OP SU DH IM TX| 1sb zby | we¥ ujd
849 v 1 11 05| BP NR DX_CS KR NP GN BFEH| DZ X¥UAVIGJL LOJ|er owd | iwu wak
649 vV 14 02 BN HU EG PY KQ 05 Jw AL vz | aqd bdy | dyf xtd
wan " 1 12 10 DP BM NZ CK oV kgl ‘cdf £iq  wuy

Kriegsmarine Enigma Codeboo
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How strong was Enigma ?

For 3 rotors interchange orientation:

— 26 x 26 x 26 = 17.576 orientations.

For 3 rotors positioning:

—(123, 132, 213, 231, 312, 321) = 6 positions.
Plugboard (typical 6 plug wires):

— 6 letter pairs (26 letters) = 100.391.791.500

Possible keys =
— 17.576 x 6 x 100.391.791.500 = ~10.000.000.000.000.000

Enigma in use

5/14/14

14



Enigma in battlefield

5/14/14
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Station listeners

Morse listening

RADIO COMPANY

5/14/14
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Key assigment session example

Rotors orientation initial position = QCW
Random session key op choice = PGH
Session key typing = PGHPGH (2 times)
Session key encrypted = KIVBJE
Session key decrypted = PGHPGH

New session key used = PGH

Interesting note: PGH is not in the codebook!

Enigma X Morse

« Enigma inputs and outputs were suitables
for use with:
— Typeletter machines;
— Morse coding.

» Morse coding is suitable for wired or
wireless communications.

5/14/14
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Using Enigm

e 0 6 Enigma Simulator

v 2
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The Gordian Knot legend

* In 333 B.C. Alexander the Great had invaded Asia Minor

and arrived in the central mountains at the town of
Gordium; he was 23.

The staves of the cart were tied together in a complex
knot with the ends tucked away inside. Legend said that
whoever was able to release the knot would be
successful in conquering the East.

Having arrived at Gordium it was inconceivable that the
impetuous young King would not tackle the legendary
“Gordian Knot”.

5/14/14
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The Gordian Knot legend

* His generals gathered round as he struggled with the
knot for a few minutes. Then he asked Aristander, his
seer, “does it matter how | do it?”. Aristander couldn’t
provide a definitive answer, so Alexander pulled out his
sword and cut through the knot.

* The legend of the Gordian
Knot appealed to us for
Alexander’s decisive action
and as a metaphor for radical
solutions to complex

problems.

Marian RejewsKi

* Polish mathematician:

— Enigma first break (before the WWII);

5/14/14
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Alan Turing

» British mathematician:

— Station X codebreaking leader (at
WWII).

Bletchley Park ( Station X))

Heo ®n t_\l-le“-y Yar b
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Bletchley Park at War

Bletchley Park at War

5/14/14
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Royal visitors

5/14/14
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The girls, Turing bombs &
Colossus

Bletchley Park, today

5/14/14
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The qirls, today ©

B8 8 8@ 8 b b b8 bR

Some clues used...

« Enigma project/design characteristics:

— One letter never was encrypted as itself;

24
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Some clues used...

Procedures:

— Military document rigid shapes (wheater reports, comm reports,
other known templates etc);

What about a guess ?

What is this ?

Official document shaping

Sercomtel

25



Typical German wheather reports

Ausgabe 2. Letter Table . ) .
1 1 Latitude in degrees.
"2 / 2 Longitude in degrees.
3 3 Genera:l area and direction of

) pressure change.
{Tables 1 and 2 give ambiguous uncviers which are distinguished
by the general area given in 3).

4 Air pressure to nearest 2 millibars.
5 Alr temperature in degrees Centi-
grude
6 8 wiind direction und strength.
' 7 6 Present weather and clouds.
8 7 Visibility.
9 9 Direction and type of swell.
10,11 Sigrature.
*_:l:a'!;o Wetersorachischitisel (). vvoevvns = M
| g . Becite (g)=49°35' Nord ... =z
K = Richtung und Art der Diinung. Linge () = 18°2 West ...
Richronz, gus der Art d=r Diinome Druckinderung (A) == Druck fallend .. == 1
dic Dimeng kommt = Luftdrack (F)= 10189 mb ... o
uag izriy “miclios b | 5 D=+74°
N a i q
No b 3 r —o
o ° k e
s0 a 1 t
5 L] L u -
sw . - S wihread der lezten Stonds (W ID).. = v
w £ ° w
W h P x .=k
Refae Ditovag y =V
Durcheinndestuieade Diimang 2 ) =qn

Some clues used...

* Morse code radio-operator personal characteristics:

— “Hand signatures”;

+ Military unit and it’s localization.

5/14/14
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Some clues used...

« Communications practical needs or characteristics:

— Repetitions, used as “error detection code”.

+ Signals intelligence

Radio direction finding;

Signal strength;

Expected keywords;

Transmission IDs, trailers, headers...

Time scheduling for regular military reports (wheather,
heartbeats...).

Some clues used...

* Other common mistakes:

Not random session key choice;

Key reuse;

Aforisms use;

Encrypt public well known messages;
Same message sent using other ciphers.

... S0 Turing & his crew realized the key universe decreases to (only):

105.456

5/14/14
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Typical encrypted message

I E———

1827 3225XM  C1626 W9ET

H6R 5RH DE C 1346 = 3TLE = 2TL 224 = HUV XNG =
DKRKI CUZAF MNSDC AVIY DVZNH DNOZN WRJC KGO S ' el
ELVIK XOUUF ECEGN OUNIQ CLIZX FUTAE BT GOECK

CTUC KITYS ZWDTU VoM ONOFX ERVQY JUCYY FOACG
e NI LVRUR LGKZ BPYUR GOVIG WEGA QKNG
Weas PYSLG WFZOZ HWG YFCRQ RAVER QIDQ QUVIV ' ' ; =
Loe DL OFVUY JGGH BNPZ /

cCT 2/3 RCGGN

1852 FLC

) Pp— j
v

Typical decrypted U-Boat
message

ADM

TO1DeE&G ZIP/ZTPG/ 18733
FROM N S

13768 KC/S T O 1 1537/24/11/41

T 0 0 1551

FROM : MOHR

“'D'' CLASS BRITISH CRUISER SUNK [N SQUARE PE 79€5. AM CONTINUING

PASSAGE SOUTH.

(DEPT.NOTE: SQUARE PE = 7).,

1423/25/11/ 41++CEL/LW

5/14/14

28



Naval Enigma cracking roadmap

Allied breaking of Naval Enigma

J FMAMUJ J A S OND
1939 1 11

1940 1 1 1 1 1 1 1 1 1 1 1 1 ]
Shark debuts

1941

1942 L1

1943 1 1 1 1 1 1 1 1 1 1 1 1 1

1944 | 1 1 1 1 1 1 1 1 1 1 1 ]

1945 L1 1 1 1

[l First break into Dolphin [l Dolphin being read

[] shark being read

|:] Shark generally being read within 24 hours

Protecting sources: the Coventry case

5/14/14

29



Norway: May, 1945

QOKROW UQTZK
FLKSD CCEXI
HKVCH QOSVD
SQJFZ PEVJR
RTVPY KFFZX
MHUKP CFHLL
UAMQE NNFCH
AUHRH GCUMQ
NCMCO MREZQ
LKOTT XNAZM
ELBLL ZEVDC
NKRLS NXMXY
GF2JC URWGT

FXZ0M
YPAHR
TRBPD
OJTOE
NDDPC
FERAZ
UIAWC
PKQRK
DRPBM
HTJPC
HRMIO
ZGcur
QZCTL

JFOYR
MPZIO
JEUKS
SLBOH
CJBHQ
HZOHX
CHENCF
DVSWV
RVPQT
HAASF
YEPFV
AWFUL
LOIEK

HYZWV
VBBRV
BBXHT
QTRAA
FDKXE
DGBKO
YPWUA
MTYVN
VRSW2Z
ZLEFC
UGNDL
TZZSF
AOISK

BXYSI
LNHZU
TGVHG
HXVYA
EYWPB
OXKTL
RBBNI
FFDDS
PGLPI
EZUTP
ENISX
AHMPX
HAAQF

WMMVW
POSYE
FICAC
UHTNB
YQWDX
DVDCW
EPHGD
KIISX
TRVIB
YBAOS
YCHKS
GLLNZ
OPFUZ

BLEBD
IPWJIT
VGUVO
GIBVC
DRDEN
KAEDH
DKMDQ
ONXQH
PXXHP
KPZCJ
JUWVX
RXYJIN
IRTLW

MWUWB
UGYOS
QFAQW
LBLXC
IGDXE
CPHJI
LMSNM
HLIYQ
RFISZ
CYZOV
USBIT
SKYNQ
EVYWM

TVHMR
LAOXR
BKXZJ
YBDMQ
UJJpv
WZIMMT
TWOHM
SDFHE
TPUEP
APZZV
DEQTC
AMZBU
DN

Der Fuhrer ist tot.
Der Kampf geht weiter.
Donitz.

May, 1945

5/14/14
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May, 1945

No. 15,285 one PENNY  FOR KING AND EMPIRE WEDNESDAY, MAY 2, 1945

The most dramatic news of the war

‘HITLER DEAD—DOENITZ
APPOINTED FUHRER’

Admiral tells Germans: ‘Tlhe fight [ Food ships nte Holland, nd—

goes on.” Himmler ignored e | Surrender begins
; 4 OF BRTAN | 1 three fronts

TAKES OVER |

mund past
Admiral wil

hold Reich
together

Checkpoint

» Good cryptography not always means
good privacy;

» Good procedure is your friend. Maybe the
only one;

« Good procedures costs something, usually
is not cheap;

5/14/14
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Checkpoint

» Functionality and performance are your
enemies;

» Real cryptoanalysis is a mix of science, art
and good luck.

 What did we learn ?

Hashes

» Usually you encrypt something to decrypt
later.

— Conventional cryptography must be used if
you need to restore original data.

» But sometimes you don't...

— Hashing can be used when you don’t want, or
you don’t need, to restore original data.

5/14/14
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Passwords

* Passwd file

oracle:x:1021:1020:Oracle user:/data/network/oracle:/bin/bash

YyYvy v v Y
| 5 IV 5 & 7

« Shadow file

vivek:$18infficSpGteyHdicpGOffXX4ow#5:13064:0:99999:7:::

7

| | A TE L
¥ YV ¥

3 4 5 6

Y Y
1 2
A real case

5/14/14
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An actual case...

- AEMPRESA SOLUCOES - OPORTUNIDADES

€] wwwwr.tempest.com.br [T [ Intemet
i Iniciar H YVeeuaE “ &1..: Tempest Secuity Tech...|[Sem nome - Lotus Scree. . ‘ BE 1432

Lessons

* |t seems software engineering procedures/
practices and security are not friends!

— To get functionality and performance, you have to pay
using security currency.

» Security is not a plugin.

» Good crypto is not enough. Be careful with all the
stuff around it.

5/14/14
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Lessons

Data is never born in encrypted form;

Data is not useful while in encrypted form;

Opportunities arises when data is being handled
to be encrypted or decrypted;

Lessons

Design and procedures are crucial.

Users (and software engineers) hates
procedures! In his minds, this means additional
work.

Good cryptography sometimes looks like a
Gordian Knot! So be careful with the things
around it!

5/14/14
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To have fun...

COLLECTOR'S EDITION

e U-571
GRIPPING FROM BEGINNING T0 END!
a@xe ¢ JL VR TR T e S I S A | et
To have fun...
NICDLAS TA
* Windtalkers

5/14/14
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To have fun...

The Codebook: The Secret
History of Codes and Code-
breaking

Simon Singh
2000

ISBN-10: 1857028899
ISBN-13: 978-1857028898

J

THE SECRET HISTORYOF CODES
AND CODE-BREAKING

SIMON SINGH

To have fun...

NE

<oy
The codebreakers C O D E
David Kahn & Zo
1996 BREAKERS

The Comprehensive History of

Secret Communication from

A
Ancient Times to the Internet

REVISED AND UPRDATED

DAVID KAHN

5/14/14
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To have fun...

MARY

* Mary Queen of Scots OF SCOTS

* Lady Antonia Fraser
+ 1989.

To have fun...

ol e _
= peerphy e

@wrwes ikl MORE THAN 100,000 COPIES SOLD
he Netvount! Secarty
enyameinns  SECOND EDITION

* Applied cryptography

* Bruce Schneier
e 1995.

Protocols, Algorithms,
and Source Code in C

BRUCE SCHNEIER

5/14/14
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Secrets and Lies

Bruce Schneier

2004.

To have fun...

INTERNATIONAL BESTSELLER

Digital Security in diNEVDIRSHRBYH
11 security

| Bruce SGHIEIENS

To have fun...

000 ENIGMA CIPHER MACHINES AND ROTORS FOR SALE

) (LJ( http://witp.com/4sale/#4319 17 v enigma sale Q
Mais visitados =  Primeiros passos Ultimas noticias
@ - [doeniz v B o vavideo @ @ - AddSports Channels » -

'D CIPHERTEXT-ONLY CRYP... € “.‘.‘_y Google Tradutor @ | [) ENIGMA CIPHER MACHINE.. @ | + | =&

***SOLD*** ORIGINAL WW-II GERMAN NAVY
4-ROTOR ENIGMA CIPHER MACHINE: with Original
Rotors and Reflector: Serial Number 10,215: ${SOLD}

Original GERMAN NAVY 4-ROTOR ENIGMA CIPHER 0
MACHINE: This is a very rare German Kriegsmarine 4 rotor
enigma machine. It is in good cosmetic and operating condition.
It includes 3 original rotors, I, VII, and VIII, the original Beta 4th
rotor and an original B reflector. The rotor serial numbers do not
match that of the machine but they are from the same period
during the war and all rotors are original. The labels and the lock
were missing and have been replaced with perfect reproducions
to make the machine look exactly the same as the original
machine.

63b A slightly different view of the Enigma:

63c Another slightly different view of the Enigma:

63d Overview of the top panel and plugboard of the Enigma:
63¢ The plugboard:

63f Overview of the inside of the top cover of the Enigma
showing the spare light bulbs and plugboard cables:

63g Close view of the windows over the rotors of the Enigma:
63h Close view of the identification tag on the front of the
Enigma:

63i Close view of the voltage tag on of the Enigma:

63] Closer view of the rotors and light bulbs of the Enigma with

the letter plate over the light bulbs removed: =
S - - [ - DN D nnom i of tha sotoso and liohe hullha of of tho Taioms >4
C <>

Concluido i

5/14/14
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tempest

. security
intelligence

Thank you

Evandro Curvelo Hora
evandro@tempest.com.br
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